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Vienna, Austria • #sf24euMegumi Takeshita, ikeriri network service

• Founder, ikeriri network service co., ltd
• Reseller of CACE technologies in 2008
• Worked SE/IS at Bay Network, Nortel
• Wrote 10+ books about Wireshark
• Instruct Wireshark to JSDF and other company
• lecturer of CHUO University 
• Reseller of packet capture / wireless tools
• One of the contributors to Wireshark

Translate Wireshark into Japanese

Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 2
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• WiFi has been upgraded in the next phase, and 
the 7th generation bumped up from 6/6E, enabling 
over 30Gbps wireless communication using 
320MHz, 16 streams, and 4096 QAM modulation. 
In this session, we try the Intel BE200 adapter to 
capture the live traffic of WiFI7 and dissect 
extended tags of IEEE802.11be using Wireshark. We 
dissect WiFi management, control and data frames 
and learn mechanisms and standards of IEEE802.11 
protocols. It also includes security based on 
WPA2/WPA3.

Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 3
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 4

● Open practice1.pcapng
it contains a typical WiFi connection example

Customize your Wireshark as a WiFi analyzer
• Filter buttons
• Columns
• Coloring rules
• Statistics>Conversation
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 5

practice1.pcapng
STA: 
Sony_50:73:db
AP:
Cisco_70:18:d0
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 6

● Multiple Probe Requests and Responses
● 2 Authentication (WPA2: Open System) or

4 Authentication (WPA3: SAE (Dragonfly) )
● 1 set of Association Request / Response 
● EAPOL 4way handshake 
● Data / QoS Data
● Tons of Acks / Block Acks and Block Ack Req.
● Deauth/Disassociation

sometimes drop…
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 7

Major WiFi
Frame types

Create
Display Filter Button

Frame type Display Filter

Management 
frame
wlan.fc.type==0

Beacon wlan.fc.type_subtype==8

Probe Request wlan.fc.type_subtype==4

Probe Response wlan.fc.type_subtype==5

Authentication wlan.fc.type_subtype==11

Association Request wlan.fc.type_subtype==0

Association Response wlan.fc.type_subtype==1

Disassociation wlan.fc.type_subtype==10

Deauthentication wlan.fc.type_subtype==12

Action wlan.fc.type_subtype==13

Control frame
wlan.fc.type==1

ACK (ACKnowledge) wlan.fc.type_subtype==29

RTS (Request To Send) wlan.fc.type_subtype==27

CTS (Clear To Send) wlan.fc.type_subtype==28

BAR (Block ACK Request) wlan.fc.type_subtype==24

BA(Block ACK) wlan.fc.type_subtype==25

Data frame
wlan.fc.type==2

Data wlan.fc.type_type==2

Null Data wlan.fc.type_subtype==36

QoS Data wlan.fc.type_subtype==40
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 8

● Wireshark preference>Filter Buttons
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 9

-100dBm
Noise
floor

field Display filter

radiotap.dbm_antsignal or 
wlan_radio.signal_dbm

Best Over -60dBm radiotap.dbm_antsignal >=-60

Better Over -65dBm radiotap.dbm_antsignal >=-65

Normal Over -70dBm radiotap.dbm_antsignal >=-70

Worse Over -80dBm radiotap.dbm_antsignal >=-80

Worst Over -90dBm radiotap.dbm_antsignal >=-90

Signal strength (dBm)

-70dBm
Normal

-65dBm
Good
Higher
MCS

-60dBm
Strong
Best 
MCS

-90dBm
Weak
Worst
MCS

-80dBm
bad

lower
MCS
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 10

● Logical Data Rate is shown as 
radiotap.datarate or wlan_radio.data_rate

● Sometimes radiotap header has MCS fields
wlan_radio.11n.mcs_index or wlan_radio.11ac.mcs 
or radiotap.mcs.index (depends on environment)

● Generally, under 6.5Mbps uses legacy standards.
11Mbps may remains old standard configurations.

● We can create display filter buttons for these.

Field Display filter

radiotap.datarate or 
wlan_radio.data_rate

Slow under 6.5Mbps 

Slower under 11Mbps
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 11

● Wireshark preference>Filter Buttons

Define parents//child style
Display filter buttons to 
create hierarchical menus.
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 12

● If you filter CSMA/CA retransmission, “wlan.fc.retry==1”
● If you want to filter the EAPOL 4-way handshake, “eapol”
● If you filter Power Management, “wlan.fc.pwrmgt ==1”
•We customized functional filter buttons for WiFi analysis
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 13

● Create the other Display Filter buttons
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 14

Field Explanation

M
U

S
T

Type/Subtype To determine the Role of WiFi frame

Channel To find the Roaming (ch1 means 2.4GHz and 6GHz)

Signal For troubleshooting of RSSI

Rate For troubleshooting of data rate

Retry bit For calculating retry rate

O
P

T
I

O
N

Phy type To understand WiFi standard

Frequency To find the Roaming with Channel

MCS For troubleshooting of data rate with MCS

SSID Used with Beacon and Probe

BSSID To find the Roaming with SSID

STA To find Station
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 15
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 16

View>Coloring
Rules to create
● Set each color 

by frame type
● Weak signal
● Slow rate
● Retry
● EAPOL
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 17

● Create personal configuration with Auto Switch 
Filter : Recommend to use “radiotap” to filter WiFi

● Copy personal configuration to import/export
C:\Users\username\AppData\Roaming\Wireshark\profiles

● Also recommends to import useful profiles
e.x. Wireshark Profiles Repository (https://www.cellstream.com/wireshark-profiles-repository/)

● Use the same profile with the debug team

https://www.cellstream.com/wireshark-profiles-repository/
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 18

● We usually needs to filter traffic
between the specified STA and AP(BSSID)

● Set Display filter from Statistics>Conversation 
is useful. Right click the row and set filter.

Check IEEE 802.11 to show IEEE802.11 tab

Right click the row you want to filter,
Apply as Filter>Selected> AßàB
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 19
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 20

● AP and STA can retry frames if they 
cannot receive ACK/BA for their data frames

● Capture device cannot request retransmission.
Capture rate never reach 100%, drops a lot.

● The capture rate depends on the environment, and 
radiotap header information also depends on the 
device and monitor mode driver. 

● Linux and macOS support monitor mode,
but Windows API is never supported by the spec
→We need commercial products
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 21

• Mike-san (Mike 
Kershaw), famous 
for creator of 
Kismet, he says 
WiFi is haystack.

• We need to deal 
with the needle in 
a haystack

• Tons of drops,
difficult to find.
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 22

● In practice1.pcapng, open IEEE802.11 preference,
check Enable decryption, click Decryption Keys

● Select Key Type as “wpa-pwd” and set Key as 
“passphrase:SSID”, “wireshark:ikeriri-5g”

● Wireshark saves Wireless key information
into 80211_keys file in your profile

Key Type Key

wpa-pwd wireshark:ikeriri-5g
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 23
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 24

● Set filter eapol in practice1.pcapng
Authenticator

(AP)

Message2 contains Snonce and MIC

Message1 contains ANonce

Create PTK with 
ANonce, AMAC
SNonce, SMAC

Supplicant
(STA)

Message3 contains GTK and MIC

Message4 contains MIC

Create PTK with 
ANonce, AMAC
SNonce, SMAC

● We need AP’s Nonce, AP’s MAC 
address, STA’s Nonce and STA’s 
MAC address to create PTK 
(Pairwise Transient Key)

● Message1 contains ANonce
● Message2 contains Snonce and 

MIC (Message Integrity Code), 
Hash value using PTK

● Message3 contains GTK ( Group 
Transient Key) and MIC

● Message4 contains MIC
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 25

● Message1 contains Anonce
Message2 contains Snonce and 
MIC (Message Integrity Code), 
Hash value using PTK

● Message3 contains GTK ( Group 
Transient Key) and MIC

● Message4 contains MIC
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 26

● Once, clean up all decryption keys,
close Wireshark and try practice2.pcapng

● There are no EAPOL Message 2 and 3 of 4 in a 4way 
handshake ( it means there are no PTK, GTK)

● We cannot decrypt data frames, even if you input 
the correct wpa-pwd (Passphrase:SSID)

● We need complete sets of 4way handshake if you 
wants to decrypt by wpa-pwd

● But how about if you know the TK (Temporal Key)?
Try with 99775e9a0854ac7899e11147547dd8f7,
Wow!! It works because we know the session key. 
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 27

Broadcast and Multicast QoS Data frames
cannot be decrypted

If you drop to capture the Message 2 and 3 of 4 in 4-way handshake,
we cannot decrypt unicast frames as well as broadcast and multicast frames

because Wireshark cannot get PTK and GTK
(GTK is sent encrypted between the AP and the STA used by its PTK)

But you can decrypt the datalink,
If you know the TK (Temporal Key), session key,

even if you cannot capture 4-way handshake



SharkFest’24 EUROPE
Vienna, Austria • #sf24euWiFi generation

Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 28

Generation Name band Throughput
(Logical)

bandwidth Maximum
Modulation

4 (IEEE802.11n) HT 2.4/5GHz 1.2Gbps 40MHz 64QAM
5 (IEEE802.11ac) VHT 5GHz 3.5Gbps 160MHz 256QAM
6 (IEEE802.11ax) HE 2.4/5GHz 9.6Gbps 160MHz 1024QAM
6E(IEEE802.11ax) HE 6GHz 9.6Gbps 160MHz 1024QAM
7 (IEEE802.11be) EHT 2.4/5/6GHz 46Gbps 320MHz 4096QAM

• HT High Throughput 
• VHT Very High Throughput 
• HE High Efficiency 
• EHT Extremely High Throughput

WiFI7 supports
4096QAM
320MHz 
46Gbps



SharkFest’24 EUROPE
Vienna, Austria • #sf24euPlaintext.pcapng

Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 29

• Open plaintext.pcapng and check headers in each frames
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 30

• Open plaintext.pcapng and check headers

• Data(QoS Data) frames have no 802.11 Management Header 
• Data frames have Logical Link Control Header

Frame
Number

Physical
Header

Physical
Information

Datalink(MAC)
Header

Datalink(LLC)
Header

Wireless Management
Header

1 Radiotap 802.11 radio information IEEE802.11 Beacon 802.11 Wireless Management
2 Radiotap 802.11 radio information IEEE802.11 Probe Request 802.11 Wireless Management

3 Radiotap 802.11 radio information IEEE802.11 Probe Response 802.11 Wireless Management
4 Radiotap 802.11 radio information IEEE802.11 Authentication 802.11 Wireless Management
5 Radiotap 802.11 radio information IEEE802.11 Authentication 802.11 Wireless Management

6 Radiotap 802.11 radio information IEEE802.11 Association Request 802.11 Wireless Management
7 Radiotap 802.11 radio information IEEE802.11 Association Response 802.11 Wireless Management
8 Radiotap 802.11 radio information IEEE802.11 QoS Data Logical Link Control
9 Radiotap 802.11 radio information IEEE802.11 QoS Data Logical Link Control

10 Radiotap 802.11 radio information IEEE802.11 QoS Data Logical Link Control
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 31

• Radiotap header contains Physical layer information, it includes 
fixed fields, such as Data Rate, Channel frequency, Antenna 
signal and Antenna noise.

• Please refer phytypes.pcapng too
• Capture driver creates Radiotap header from IEEE802.16 PLCP,

Physical Layer Convergence Procedure, so there are many 
variations of format, some frame contains MCS, A-MPDU, A-
MSDU and HT/VHT/HE/EHT information
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 32

• IEEE802.11 radio information header summarize radiotap header 
information and tells us common style information of WiFi
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 33

• Go back to plaintext.pcapng
• Wireless Management Header contains Wireless Management 

Information such as SSID and Wireless specifications
• We can identify Wireless standards from Wireless Management
• Note1: Authentication ( Open System / SAE ) contains Wireless 

Management header but there are no WiFi spec information.
• Note2: Data frame have no Wireless Management header 
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 34

The highest WiFi Standards Wireless Management Header

IEEE802.11n
(WiFi4, HT)

HT Capabilities
HT Operations

IEEE802.11ac
(WiFi5, VHT)

VHT Capabilities
VHT Operations

IEEE802.11ax
(WiFi6, HE)

HE Capabilities
HE Operations

IEEE802.11be
(WiFi7, EHT)

EHT Capabilities
EHT Operations

• Open beacons.pcapng, #1 IEEE802.11n, #2 IEEE802.11b,
#3 IEEE802.11ax, #4 IEEE802.11ac, #5 IEEE802.11be

• We can identify Wireless standards from Wireless Management
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 35

WiFi7(EHT)WiFi6(HE)WiFi5(VHT)WiFi4(HT)

#1 IEEE802.11n, #2 IEEE802.11b, #3 IEEE802.11ax, #4 IEEE802.11ac, #5 IEEE802.11be
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 36

• Andy-san (Andrew Walding, famous for Wireshark Profiles 
Repository, founder of CELLSTREAM) submits Wireshark Discord,

Display filter string to find WiFi standards from Beacons

Standards Display Filter
Pre-WiFi 4 wlan.fc.type_subtype == 0x0008 and wlan.tag.number == 1 and not ((wlan.tag.number == 61) 

(wlan.tag.number == 45) (wlan.tag.number == 191) (wlan.ext_tag.number == 192) 
(wlan.ext_tag.number == 255) (wlan.ext_tag.number == 108)) 

WiFi4 wlan.fc.type_subtype == 0x0008 and ((wlan.tag.number == 61) (wlan.tag.number == 45)) and not 
((wlan.tag.number == 191) (wlan.tag.number == 192) (wlan.ext_tag.number == 255) 
(wlan.ext_tag.number == 108))

WiFi5 wlan.fc.type_subtype == 0x0008 and ((wlan.tag.number == 191 (wlan.tag.number == 192)) and not 
((wlan.ext_tag.number == 255 || wlan.ext_tag.number == 108)))

WiFi6 wlan.fc.type_subtype == 0x0008 and wlan.tag.number == 255 and not wlan.ext_tag.number == 108 
WiFi7 wlan.fc.type_subtype == 0x0008 and wlan.ext_tag.number == 108
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 37

• Open the trace phytypes.pcapng
• #1 is gen4 IEEE802.11n, #2 is gen5 IEEE802.11ac,

#3 is gen6 IEEE802.11ax #4 is gen7 IEEE802.11be
(but #4 has no PHY type value because the capture driver did not 
have information, but it is truly EHT IEEE802.11be packet)

• We can find WiFi generation by PHY type (wlan_radio.phy), but 
It is difficult to find WiFi standards definitely from Data packets 
because PHY type information is different by capture (monitor) driver 



SharkFest’24 EUROPE
Vienna, Austria • #sf24euCheck Rate and MCS, Aggrigation, Frequency

Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 38

#2 is gen5 IEEE802.11ac
MCS index 9
Data Rate 400Mbps

#1 is gen4 IEEE802.11n
Bandwidth 40MHz
Data Rate 300Mbps

#3 is gen6 IEEE802.11ax
A-MPDU aggregate ID 234
Data Rate 286.8Mbps

#4 is gen6 IEEE802.11be
Frequency 6375MHz
Data Rate 112.5Mbps

Difficult to find PHY type
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 39

AP Buffalo WXR18000BE10P
CCK、DSSS、OFDM、OFDMA、MIMO、MLO

F
R
E
Q

6GHz：191～283ch（5955～6415MHz）
5GHz：W52 36/40/44/48ch（5180～5240MHz）

W53 52/56/60/64ch（5260～5320MHz）
W56 100/104/108/112/116/120/124/128/132/

136/140/144ch（5500～5720MHz）
2.4GHz：1～13ch（2412～2472MHz）

S
T
A
N
D
A
R
D
S

6GHz：IEEE 802.11be:11529Mbps (320MHz 4x4)
IEEE 802.11ax:4803Mbps (160MHz 4x4)

5GHz：IEEE 802.11be:5764Mbps (160MHz 4x4)
IEEE 802.11ax:4803Mbps (160MHz 4x4)
IEEE 802.11ac:3466Mbps (160MHz 4x4)
IEEE 802.11n: 600Mbps (40MHz 4x4)
IEEE 802.11a: 54Mbps

2.4GHz：IEEE 802.11be: 688Mbps (40MHz 2x2)
IEEE 802.11ax: 573Mbps (40MHz 2x2)
IEEE 802.11n : 300Mbps (40MHz 2x2)
IEEE 802.11g : 54Mbps
IEEE 802.11b : 11Mbps

STA iPhone16 Pro Max
STA Windows11 with IntelBE200
STA Windows11 with GC-WIFI7

(Qualcomm QCNCM865)
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 40

I bring WXR18000BE10P here
• Works only on 6GHz with WiFi6/7
• WPA3 Personal with AES
• SSID ikeriri7
• Passphrase wireshark
• Channel auto
• Bandwidth (max) 320MHz
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 41

CommView for WiFi with Intel BE200(BE200NGW), WiPry Clarity
(Spectrum Analyzer that supports 2.4/5/6GHz) in Windows11Pro

We can capture EHT(WiFi7)
with 320MHz (Logically)
with RF information
But it is impossible to capture
all frames over 10Gbps

320MHz
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 42

• 6GHz Spectrum of CommView for WiFi when we test iperf3 
• Screenshots of “netsh wlan sh int”

• Intel BE200 supports 320MHz bandwidth
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 43

• Open the trace file “win11be200-wifi7-320MHz.pcapng”
• Connection between PC with Intel BE200 and WiFi7 AP

85CH 6375MHz SSID ikeriri7 BSSID Buffalo:45:1d:b8
STA: Windows11(Intel:27:3d:0f) AP:   Buffalo(Buffalo:45:1d:b8)

• Check beacon packet #1 and open 802.11 Wireless Management 
header > Tagged parameters



SharkFest’24 EUROPE
Vienna, Austria • #sf24euWiFi7 new feature: Multi-Link Operation (MLO)

Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 44

• WiFi7's new feature, MLO allows devices to connect 
multiple bands simultaneously (2.4GHz+5GHz+6GHz),
so MLO improves throughput and reduces latency

• For example, Buffalo  WXR18000BE10P supports MLO
6GHz(320MHz)11529Mbps
+5GHz(160MHz)5764Mbps
+2.4GHz(40MHz)688Mbps
=17981Mbps(about 18Gbps, Logically)

• Actual throughput is not this value
but some test results show us the 
throughput as 14,423Mbps (14Gbps!!)
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 45

• I tested WiFi7 MLO between
two Buffalo WXR18000BE10P
by Easy Mesh configuration.

Iperf throughput 713Mbps because wired LAN is 1000BASE-TX
(between two wired PCs via two wireless WiFi7 AP)
Spectrum Analyzer shows two APs use 2.4,5,6GHz  at the same 
time with 713Mbps throughput
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 46

• We can find Ext Tag:Multi-Link,
EHT Capabilities and EHT Operation
in Wireless Management header

• Open Ext Tag:Multi-Link
• Multi-Link contains MLO

(Multi Link Operation) settings
• MLO allows devices to connect

multiple bands simultaneously
(2.4GHz+5GHz+6GHz)
MLO improves throughput and
reduces latency

• It contains MLD（Multi-Link 
Device）Mac Address for MLO,
Link ID for identify each link
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 47

• Open Ext Tag:EHT Capabilities
• It shows the parameters of 11be
• Look for EHT PHY Bits 0-15,

EHT PHY Capabilities Information
“Support For 320MHz in 6GHz”

• Also check for Supported EHT-MCS
and NSS(Number of Spatial Stream)
open EHT-MCS Map(BW=320MHz)
“Tx Max Nss That Supports 
EHT-MCS 12-13: 4”

•
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 48

• Check the website https://mcsindex.net/ to look for 
IEEE802.11be MCS (Modulation and Coding Scheme)

• Click MCS Table HE/EHT,
The table shows the MCS 
index, Spatial Stream, 
Modulation, Coding rate, 
Data Rate divided by Guard 
Interval and RU (Resource 
Unit) and  bandwidth

• If we use OFDMA, we can 
divide users by subcarrier,
set each user by RUs

https://mcsindex.net/
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 49

• The wireless network is Half duplex
• CSMA/CA mechanism sends a user 

information at a time
• Wi-Fi6/7 supports OFDMA,

We can send multiple user’s 
information, divided by RU at a time  

RU(Resource Unit) 2MHz
max 74users

Bandwidth(20MHz-320MHz)

TI
M

E

Bandwidth(20MHz-320MHz)

User A

User B

User A

User B

User C

CSMA/CA           OFDMA

https://www.mki.co.jp/knowledge/column131.html

Note: all STA should support
OFDMA if we get the benefits
of OFDMA (and it is difficult) 
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 50

• Check the rows at MCS13. 
• WiFi7 supports 4096-QAM,

means 12bit information
(2*2*2*2*2*2*2*2*2*2*2*2)
in one symbol 

• Check the rows at MCS13 with 4SS.
this AP have four antenna and 
supports four Spatial Streams

• Check the Columns at 320MHz,
0.8μs GI, the most right side,
it says 11529.4Mbps (11.5Gbps)
logical PHY performance!!  
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 51

• Number of subcarriers:
3920

• 1 symbol information:
12bits(4096QAM)

• Coding Rate
3/4 and 5/6

• Number of Spatial Streams
4

• One Symbol time:
12.8μs

• Guard Interval
0.8μs

3920*12*5/6*4/(12.8+0.8)=11529.41176470588
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 52

• Open Ext Tag:EHT Operations
• It shows the modes and methods

of IEEE802.11be
• For example, Open the Control,

“Channel Width: 320MHz EHT BSS
bandwidth”

• There are many spec information
in Ext Tag of EHT Capabilities and EHT Operation 
Channel bandwidth, Number of Streams
Modulation such as 4096-QAM, Multi-Link Operation
Target Wake Time for low power setting, BSS Coloring
and so on
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 53

• Select #2 Probe Request
(we use another Probe Request 
for explanation, sorry)

• Select #3 Probe Response
Buffalo sends IEEE802.11be
specification with Ext Tag,
EHT Capabilities and
EHT Operation 
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 54

• The frame #4～#7 are 
Authentication with SAE
(Simultaneous Authentication
of Equals), used by WPA3

• In frame #4/#5, STA and AP
send Scalar and Finite Field
Element values from the point
of the Elliptic curve.

• In frame #6/#7, STA and AP
send calculated Confirm value

• STA and AP share the value and 
use it as PMK of 4 way handshake
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 55

• Select #8 Association Request, 
open EHT Capabilities,
open EHT MAC Capabilities Information. 
There are 16 bits that show
the WiFi7 MAC specification

• Windows11(Intel BE200) supports
EHT OM(Operation Mode) Control 
that means AP and STA can adjust
operation mode dynamically
(OM Control is the new feature of WiFi7)

• It means STA can change the channel
bandwidth, MCS, number of spatial
streams during communication.

• WiFi7 supports OM Control, so
it is more difficult to capture
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 56

• Select #8 Association Request, and 
open EHT Capabilities,
open EHT PHY Capabilities Information. 
There are bits from 0 to 71 that show
the WiFi7 specification of STA

• Windows11(Intel BE200) supports below,
320MHz in 6GHz
242-tone RU in BW Wider than 20MHz
NDP (Null Data Packet) with 4x(Spatial
Streams) EHT-LTF (Long Training Field.) 

• LTF is used to determine channel BW,
number of spatial streams and MCS

• SU(Single User) Beamformee
80/160/320MHz Beamformee SS
Triggered SU Beamforming Feedback

• WiFi7 supports triggered Frame
AP sends the Triggered frame to devices.
And the STA sends feedback about RU,
Beamforming(Channel State Information)
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 57

• (continues)
EHT MU (Multi-User) PPDU(Physical 
Protocol Data Unit)  with 4x EHT-LTF 
(4 Spatial Streams EHT-Long Training
Frames) and 0.8micro seconds GI
TX/RX 1024-QAM and 4096-QAM
less than 242-tone RU
Common Nominal Packet Padding:2 
Maximum Number Of Supported EHT-LTFs:1
TB(Trigger-Based) sounding Feedback Rate Limit
RX 1024-QAM and 4096-QAM in wider 
Bandwidth DL(Downlink) OFDMA In summary, these bits show 

STA’s IEEE802.11be MAC 
specifications
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 58

• Select #8 Association Request, and 
open EHT Capabilities,
open Supported EHT-MCS and NSS Set

• There are bits by bandwidth
shows a supported Number of Spatial
Streams and MCS number

• Open “EHT-MCS Map (BW=320MHz),
STA(Windows11) supports 
Receive/Send Max NSS is 2,
Supported MCS is 0-13
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 59

• Select #9 Association Response, and 
open EHT Capabilities,

• Open EHT MAC Capabilities Information. 
There are 16 bits that show 
the WiFi7 MAC specification

• Open EHT PHY Capabilities Information. 
There are bits from 0 to 72 that show 
the WiFi7 specification of AP

• STA and AP exchange these information
to confirm with each spec of WiFi7
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 60

• Select #9 Association Response, and 
open EHT Operations, open header

• There are WiFi7 operational info,
such as MCS and Number of SS.

• In usual, we do not have to dig into
EHT Capabilities and EHT Operation,
just check Fixed parameters,
“Status code: Successful”,
“Association ID: 0x0001” 
to determine AP and STA are
connected and the datalink is up.
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 61

• The frame #10～#14 are 4 way Handshake of 
EAPOL of WPA1/2/3

1. Message1 contains AP’s Nonce and MAC
2. STA creates PTK from PMK, AP’s Nonce, AP’s 

MAC,STA’s Nonce and STA’s MAC
Message2 contains STA’s Nonce and MAC
with MIC (Message Integrity Code), hash 
value using sending MIC key, part of PTK.

3. AP creates PTK from PMK, AP’s Nonce, AP’s 
MAC,STA’s Nonce and STA’s MAC
and confirm MIC value using receiving MIC 
key, part of PTK, if the MIC value is matched,
Message3 contains GTK and MAC with MIC

4. Message4 contains Confirm value of MIC

AP
Authenticator

STA’s Nonce and STA’s MAC with MIC

AP’s Nonce and AP’s MAC address

STA creates PTK from PMK,
AP’s Nonce, AP’s MAC,

STA’s Nonce and STA’s MAC

STA
Supplicant

AP creates PTK from PMK,
AP’s Nonce, AP’s MAC,

STA’s Nonce and STA’s MAC

GTK and MAC address with MIC

ACK
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 62

AP
Authenticator

STA’s Nonce and STA’s MAC with MIC

AP’s Nonce and AP’s MAC address

STA creates PTK from PMK,
AP’s Nonce, AP’s MAC,

STA’s Nonce and STA’s MAC

STA
Supplicant

AP creates PTK from PMK,
AP’s Nonce, AP’s MAC,

STA’s Nonce and STA’s MAC

GTK and MAC address with MIC

ACK
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 63

• Finally, the data communication between STA and AP has begun,

• Frame #14 is QoS Data, it is truly IEEE802.11be but CommView’s export 
dissector is not updated yet, so Wireshark shows nothing about PHY type

• CommView for WiFi shows “Rate type:
EHT(OFDMA), Rate 30.0Mbps, Band: 6GHz,
Channel:85 – 6375MHz, MCS index:3
(16-QAM, ½), Streams:2, Guard Interval:0.8,
Channel width:106-tone RU

• #15, #16 are Data frames
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 64

• We dissected the WiFi7 datalink by Wireshark!!
• There are bonus trace files

Appendix1: iphone-wifi7.pcapng, this trace contains 
WiFi7 20MHz connection between iPhone16 and Buffalo
Appendix2: setupWiFi7EasyMeshAndMLO.pcapng
WiFi7-certified EashMesh and MLO setup capture
by two access points using Profitap ProfiShark1G
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 65

● I bring a Buffalo WXR18000BE10P here with 10GbE NIC
● AP has a 10GbE LAN, I connected My macbook via 10GbE NIC

● SSID: ikeriri7 (only works on 6GHz)
ikeriri7mlo (MLO with 2.4/5/6GHz)

● Passphrase: wireshark
● AP’s IP:192.168.11.1 6GHz BSSID:84:E8:CB:45:1D:BF

10GbE macbook’s IP:192.168.11.2 MAC:00:23:A4:0D:16:B1
● Turn on iperf3 server on 192.168.11.2
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Sample traces and configurations 
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip 66

● SSID: ikeriri7 (only works on 6GHz)
ikeriri7mlo (MLO with 2.4/5/6GHz)

● Passphrase: wireshark
● At first, I test by HE network tool of my iPhone16

● Welcome to over 1Gbps wireless
● You can also get 192.168.11.X/24 from AP

please try “iperf3 –c 192.168.11.2” too
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USE WIRESHARK

ikeriri network service

http://www.ikeriri.ne.jp

Thank you for watching.
Please complete the survey 
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