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Megumi Takeshita
Ikeriri network service

The sample prompts and answers and trace files are
https://www.ikeriri.ne.jp/sharkfest/ChatGPTwithWireshark.zip

https://www.ikeriri.ne.jp/sharkfest/ChatGPTwithWireshark.zip
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Megumi Takeshita, packet otaku
• Founder, ikeriri network service co., ltd
• Reseller of CACE technologies in 2008
• Worked SE/IS at BayNetwork, Nortel
• Wrote 10+ books about Wireshark
• Instruct Wireshark to JSDF and other company
• lecturer of CHUO University 
• Reseller of packet capture / wireless-tools
• One of the contributors to Wireshark

Translate Wireshark into Japanese
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Session Details
ChatGPT is trending in the IT world. Machine learning is one of the 

most evolved topics. Convolution / Recurrent neural network with 
supervised learnings are already used for many AI-based systems such 
as Gmail Smart Reply. ChatGPT is one of deep learning system, but we 
do not need difficult theory and complicated API library, we just need 
text/code ( and URL) in any language!! How about Wireshark?
This session uses ChatGPT for Wireshark/tshark. We use ChatGPT for 

packet manipulation, display filtering, capture filtering, creating 
graphs/charts, and analysing trace files with Wireshark.
ChatGPT is not a perfect capture assistant, but it works as nice packet 
doctor if you indicate in a proper way. use Wireshark with ChatGPT 
and get better trace file analysis!! 3
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LLM(Large Language Model) in a slide
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● LLM uses Calculus and gradient descent algorithms, 
transform input many times, and then creates output. Then
pick up interesting points (characteristics) automatically.

● We need many samples (Inputs, Outputs), then compare the 
current prompt (supervised learning)

● Creates a model consisting of tons
parameters (ex. calculation units
Input, Recurrent and Output cells)
called as Recurrent Neural Network 
or Generative Adversarial Network

● We can use via python library sci-kit, keras and so on
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ChatGPT https://chat.openai.com/ 
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● Most popular Chatbot by OpenAI
than Microsoft co-pilot, Google Bard, NotionAI etc.

● If you want to dissect trace files, we need ChatGPT Plus.

Item Free ChatGPT 3.5 Paid ChatGPT 4 20$/mo
Model precision Intentionally nerfed

175 billion parameters
57 times smarter
100 trillion parameters

Response time Slower Priority access

Request limits n/a (GPT-3.5) 50 times/3 hours (GPT-4)

Token limits 4096-16384 tokens
About 1365-5461 chars

8192-32768 tokens
About 2730-10922 chars

others Additional plugins (web services)
Advanced data analysis (Python, 
execution, image processing etc.)
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Common knowledge for generative AI
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● The answer is not always true if it seems to be true.
(a.k.a Hallucination, especially for the shortage of learning)

● Answers may be different, though the prompt is the same.
(because of time, place, language, learning, etc.)

● Open AI’s ChatGPT is a native speaker of English, we can ask 
for Japanese and other languages, but the precisions of the 
answer are lower than English.

● Browsing functions and plugins (WebPilot, etc.) are useful. 
ChatGPT could use the Bing search engine and outer plugins 
to create the latest and correct answer.

● Iteration is important, ChatGPT may make a better one.
We try to change the prompt in the sequence.
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Settings of demonstration
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● Use ChatGPT 4.0 (ChatGPT Plus)
● Bata features section

Browse with Bing: on
Plugins: on
Advanced data analysis

● The sample prompts and answer and trace file(pcapng,txt)

https://www.ikeriri.ne.jp/shark
fest/ChatGPTwithWireshark.zip

https://www.ikeriri.ne.jp/sharkfest/ChatGPTwithWireshark.zip
https://www.ikeriri.ne.jp/sharkfest/ChatGPTwithWireshark.zip
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To read pcap/pcapng to GPT 
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● We can send text and some images into ChatGPT,
but we cannot input trace files(pcap/pcapng) if we use URLs
1:“Please analyze https://www.ikeriri.ne.jp/sharkfest/arpping.pcap”

● Creating text file 
File>Expert Packet Dissections
>As Plain Text… (Wireshark)
tshark –T text -r trace.pcapng

● There are limitations of tokens,
I recommend to filter packets
and limit output lines.
Filter, Mark, and create text by omitting Packet Bytes, 
setting Packet details “As displayed” and so on.

https://www.ikeriri.ne.jp/sharkfest/arpping.pcap
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To read pcap/pcapng to GPT 
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● tshark –r arpping.pcapng –T text -V or –O 
arp,ip,icmp to create the text file arpping.txt

● Open the text file and add a line at the head,
2:“I want you to act as a network engineer, analyze below”

● It works and summarize the trace file.



#sf23eu

To read pcap/pcapng to GPT 
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● We can upload image files instead of sending text prompt

● Open arpping.pcapng with Wireshark, take a screenshot, 
Click “Attach images” to upload the image of the trace file.

● And create prompt as “I want you to act as a network 
engineer, analyze below”

● It works and summarize the trace file.
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Image recognition of GPT4 
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● GPT4 analyze the traffic like text input

● This way is useful if you analyze just a packet or compare 
small packets displayed in one screenshot.
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To read longer trace file to GPT
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● How about samplehttp.pcapng ?
it includes 13 packets, 2132 bytes

● tshark –r samplehttp.pcapng –V –T text >>samplehttp.txt
it contains 2604 lines, 119988 chars

● 3: So if we send this into GPT, GPT do not read this.

● We need to divide into 4096-16384 tokens, 1365-5461 chars 
(GPT3.5) or 8192-32768 tokens, 2730-10922 chars (GPT4)

● At first, we need to divide trace file by a packet.
editcap -c 1 samplehttp.pcapng samplehttp
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Divide and output pcapng into text
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● Divide the trace file by a packet.
editcap -c 1 samplehttp.pcapng samplehttp.pcapng

● Convert text from samplehttp_00000_20220804163133 to 
samplehttp_00012_20220804163134 using for loop
for %a in (samplehttp_*) do tshark -r %a -V -T text>>%a.txt

● We can get 13 samplehttp_000XX_YYYYMMDDHHMMSS.txt
● We need to instruct ChatGPT to read this divided files

add instructions sentence to read chunked files 
● Modify each samplehttp_*.txt files to add symbol sentence

at the first line and the end line
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Edit each trace files and add Instructions
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● Edit samplehttp_00000_20220804163133.pcapng.txt
● Add instructions at the first and the end line.

“Do not answer yet. This is just another part of the text I want to send 
you. Just receive and acknowledge as "Part 1/13 received" and wait for 
the next part.
[START PART 1/13]
I want to act as a network engineer, analyze this trace.
….
[END PART 1/13] 
Remember not answering yet. Just acknowledge you received this part 
with the message "Part 1/13 received" and wait for the next part.

● Edit the rest of the files like this.
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Divide and output pcapng into text
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● Add an instruction order sentence at first
The total length of the content that I want to send you is too large 
to send in only one piece.
For sending you that content, I will follow this rule:      
[START PART 1/10]
this is the content of the part 1 out of 10 in total
[END PART 1/10]
Then you just answer: "Received part 1/10“
And when I tell you "ALL PARTS SENT", then you can continue 
processing the data and answering my requests. 

● Demonstration from Prompt4-0 to Prompt4-13.txt
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Paste each chunk prompt to ChatGPT
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Paste the instruction,
then paste each chunk.
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Analyze trace file with ChatGPT

17
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Long PROMPTs Splitter
https://github.com/jupediaz/chatgpt-prompt-splitter
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● The python code to split long 
prompt and divide into chunks
with adequate instruction.

● You paste a long prompts then
get each chunk with Instructions

https://chatgpt-prompt-splitter.jjdiaz.dev/

● There is an another way to use API.
But it is easy and simple to send big
data into GPT.

https://chatgpt-prompt-splitter.jjdiaz.dev/
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Ask additional questions
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● If you create a chat, drill down with 
additional questions again and again.
For example, “summarize the traffic…”

● Sometimes not, but sometimes useful.
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To write trace files from GPT
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● GPT answers only as text format,
”text2pcap” is a nice tool for GPT to output pcap/pcapng

● For example, 5:“make icmp request and response between 
1.1.1.1 11:11:11:11:11:11 and 2.2.2.2 22:22:22:22:22:22 in 
text2pcap format with asciidump“
Note:ascii dump is needed for easy translation
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To write trace files from GPT
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● Copy code and save as dump.txt
● text2pcap dump.txt dump.pcapng

● Open dump.pcapng
with Wireshark

● We can output pcapng
via ChatGPT
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GPT best practice
https://platform.openai.com/docs/guides/gpt-best-practices/gpt-best-practices
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● OpenAI shows Strategies and tactics to make good prompts.
1. Write clear instructions
2. Provide reference text
3. Split complex tasks into simpler subtasks
4. Give GPTs time to “think”
5. Use external tools
6. Test changes systematically
We are packet person, so Let’s create prompts for Wireshark
all prompts and answers samples are below,
https://www.ikeriri.ne.jp/sharkfest/ChatGPTwithWireshark.zip

https://www.ikeriri.ne.jp/sharkfest/ChatGPTwithWireshark.zip
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Write clear instructions
Include details in your query to get more relevant answers
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● Prompt6: Tell me display filter between the client and Server
● It works in vague, but sometimes we need port number, 

hostnames, and other information.
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Include details in your query to get more relevant answers
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● Prompt7: Tell me Wireshark display filter string, the client 
uses IP address 10.0.0.10 and server uses 200.0.0.200. And 
we need to filter tcp port 80, 443 and 8080. the HTTP 
hostname is “srv” and server name tag in Client Hello 
message is “srv”

(ip.addr == 10.0.0.10 && ip.addr == 200.0.0.200) && 
(tcp.port == 80 || tcp.port == 443 || tcp.port == 8080) && 
(http.host == "srv" || ssl.handshake.extensions_server_name == "srv")
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Write clear instructions
Ask the model to adopt a persona
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● pwnedftp.pcapng: a part of the trace file, the attacker 
compromise 3COM FTP server

● tshark -r pwnedftp.pcapng –O ip,tcp,ftp -T text>>pwned.txt
● Prompt8: Analyze trace below (and paste pwnedftp.txt)
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Ask the model to adopt a persona

26

● ChatGPT dissect the trace file and tell us
the summary of fields and generic observations.

It is good, but ChatGPT works as dissect 
fields in a generic way
We need to add a role to the GPT

Add a sentence in the first line, like
“I want you to act as a network engineer,” or
“You are a malware analyst and Wireshark 
professional,”
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Prompt9:You are malware analyst…

27

● ChatGPT dissect the trace file at first.

ChatGPT act as
the role you wanted
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Ask the model to adopt a persona

28

● Then ChatGPT tell us the vulnerability of 
3Com 3CDaemon and wrong settings of FTP server.

moreover, GPT tell us how to
fix this problem
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Write clear instructions
Use delimiters to clearly indicate distinct parts of the input
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● garp.pcapng contains Gratuitous ARP, and ARP probe frames
● tshark -r garp.pcapng –V -T text>>garp. txt
● Create coloring rules as Gratuitous ARP packets are red

● Prompt10: Create coloring rules as Gratuitous ARP packets 
are red the trace below
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Use delimiters to clearly indicate 
distinct parts of the input

30

● It seems correct using GUI, but we need to tell GPT some 
more instructions for setting the file of “colorfilters”
like @TCP@tcp@[59345,58980,65535][4718,10030,11796]
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Prompt11: you are setting up Wireshark using 
"coloringrules" configuration file, the file format is 

31

Tell GPT how to use delimiters ”@” and format

you are setting up Wireshark using "coloringrules" configuration file,

the file format is 
@Name@DisplayFilter@[colorcode of Red, Green, Blue of 
character][colorcode of Red, Green, Blue of background color]

for example TCP coloring rule is 
@TCP@tcp@[59345,58980,65535][4718,10030,11796]

so create coloring rule of Gratuitous ARP packet with Red character and 
White background
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Use delimiters to clearly indicate  distinct parts of the input

32

GPT4 creates a 
perfect coloring 
rules configuration
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Write clear instructions
Specify the steps required to complete a task

33

● pingscan.pcapng contains some ICMP request and response
● You want to pick up the hostname that answers the request.
● tshark -r pingscan.pcapng –V -T text>>pingscan.txt

● Just ask Prompt12:“pick up the hostname and GeoIP that 
answer ICMP request”
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Specify the steps required to complete a task
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● The answer is correct, but how 
about making it better?
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Specify the steps required to complete a task

35

Prompt13: Create the Python code that plots the IP and the region
in the map using the folium package” after executing the prompt
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Specify the steps required to complete a task

36

● pip install folium
(python3 -m pip install folium)

● Paste the code into VS code
● Create map.html and open the browser.
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Provide reference text
Instruct the model to answer using a reference text
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● If you want to set the specified capture filter
● Just ask 14:“Tell me Wireshark capture filter that matches 

the association and disassociation of the specified host.”
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Provide reference text

38

● It happened Hallucination, GPT answered Display Filter
● In this case, instruct the model to answer using a reference
● There are rules of capture filter at tcpdump(libpcap) man 

page: https://www.tcpdump.org/manpages/pcap-filter.7.html

● We cannot refer external websites to GPT directly,
copy the entire PCAP-FILTER(7) MAN PAGE, and
use Long PROMPTs Splitter to create the prompt
https://chatgpt-prompt-splitter.jjdiaz.dev/

● Prompt15:“I want you to act as Wireshark user. Wireshark 
uses a Capture filter using PCAP-FILTER MAN PAGE(7) syntax,
PCAP FILTER SYNTAX is defined below, …”

https://www.tcpdump.org/manpages/pcap-filter.7.html
https://chatgpt-prompt-splitter.jjdiaz.dev/
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I want you to act as Wireshark user. Wireshark uses a Capture filter using 
PCAP-FILTER MAN PAGE(7) syntax.
PCAP FILTER SYNTAX is defined below,
[START PCAP-FILTER(7) MAN PAGE]…[END PCAP-FILTER(7) MAN PAGE]
Using this PCAP FILTER SYNTAX, create a Wireshark Capture Filter that 
matches association and disassociation of the specified host

Provide reference (Prompt15-0/1/2/3.txt)
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((wlan[0] & 0xf0 == 0x00) or (wlan[0] & 0xf0 == 0x10) or (wlan[0] & 0xf0 == 
0xa0)) and (wlan addr XX:XX:XX:XX:XX:XX) Yes, GPT understood.

GPT answered correctly
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Split complex tasks into simpler subtasks

41

● GPT try to answer the prompt immediately,
so sometimes, GPT leads to premature answers.

● So split the prompt into multiple simpler subtasks.
● Want to create a Twitter(X) Display filter, divide two tasks

Step1: pick up addresses, Step2: create display filter
● 16:The task is two steps: process STEP1, then try STEP2

Step1:There are Twitter IP address ranges described as network address / the 
length of subnet mask ( for example 10.0.0.0/8), Pickup the Twitter IP address 
ranges from the document
https://developer.twitter.com/en/blog/product-news/2022/updated-source-ip-address-range

Step2: add “ip.addr==“ before and add “ or ” after 
the network addresses.

https://developer.twitter.com/en/blog/product-news/2022/updated-source-ip-address-range
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Split complex tasks into simpler subtasksovide examples
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The task is two steps: process STEP1, then try STEP2
Step1 There are Twitter IP address ranges described as network address / 
the length of subnet mask ( for example 10.0.0.0/8). Pickup the Twitter 
IP address ranges from the document
[START DOCUMENT]
Product News
Updated source IP address range for Account Activity API
…
202.160.130.0/24
[END DOCUMENT]

Step2 Add “ip.addr==“ before each Twitter IP address range,
Add “ or “ after each Twitter IP address range, and connect them into a 
sentence
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ip.addr==199.16.156.0/22 or ip.addr==199.59.148.0/22 or ip.addr==192.133.77.0/26 or 
ip.addr==64.63.15.0/24 or ip.addr==64.63.31.0/24 or ip.addr==64.63.47.0/24 or 
ip.addr==202.160.128.0/24 or ip.addr==202.160.129.0/24 or ip.addr==202.160.130.0/24

Split complex tasks into simpler subtasks

We can put it into the Wireshark display filter and check Twitter traffic.
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Give GPT time to "think“
Give two trace files to compare GPT itself

44

● It is a good method to give GPT time to “think”
For example, give two trace files to compare GPT itself
instead of just throwing a trace file.

● There is a basic auth problem trace file: authfail.pcap
tshark –r authfail.pcap –V –T text>>basicauthfail.txt

● Just enter Prompt17: “Why do you think this trace failed? 
<basicauthfail.txt>

● Use Long PROMPTs Splitter to divide the prompt
https://chatgpt-prompt-splitter.jjdiaz.dev/
(Prompt17-0,1,2,3,4,5.txt)



#sf23eu

Give two trace files to compare GPT itself
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● GPT rushed to dissect each frame and pick up essential fields, 
but GPT did not answer the reason of the failure.

● GPT could not find the basic auth problem
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● In actual (Human) debugging / troubleshooting,
Comparing two trace files finds us the clue we do not notice.
Same as GPT, we need to pick up success trace and fail one,
or trace files captured at the client side and the server side,
or the packet of inside LAN and outside WAN,
or the packet with settings on and off, and so on.

● To avoid GPT rushing the clue immediately,
we add “Do not answer now” or the other phrase

● And we set emphasis on adding “compare each field by 
yourself” or some word to think GPT itself instead of just 
collecting learned information.

Give two trace files to compare GPT itself
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● A Basic auth success trace file: authsuccess.pcap
tshark –r authsuccess.pcap –V –T text>>authsuccess.txt

● Use Long PROMPTs Splitter to divide the prompt
https://chatgpt-prompt-splitter.jjdiaz.dev/
Prompt18-0,1,2,3,4,5,6.txt

Prompt18: compare 2 traces, try to think GPT itself

You are a network troubleshooter.
First, learn from the success of the basic authentication trace below:
<basicauthsccess.txt>
Do not answer now, and there is an authentication trouble
And the fail of Basic authentication trace is  below: 
<basicauthfail.txt>
Check both the success trace and fail trace and compare each field by 
yourself. What is the reason for the Authorization Required error?
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GPT compare 2 traces and think itself

The "Authorization Required" error in the fail trace is likely due to the 
absence or incorrectness of authentication credentials in the HTTP request.
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Give two trace files to compare GPT itself

authsuccess.pcap vs            authfail.pcap

● That is almost correct and we need to iterate
the prompt to find GPT itself, the difference of credentials.

● The clue why basic authorization failed is the wrong 
credentials of password (OK: himitsu NG:secret)

● This time GPT did not find this, may be next time…

Credentials: naisho:himitsu Credentials: naisho:secret



#sf23eu

Use external tool
Use code execution to perform more accurate calculations
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● ChatGPT can use external tools like executing Python code. 
You can write and execute Python code by enclosing it in triple backticks
```python print(“hello”)```

● We can use packet-related packages such as “scapy”
allowing packet parsing using Wireshark dissectors

● Here is a wifi6e.pcapng, open this trace with Wireshark
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Use external tool
Use code execution to perform more accurate calculations

51

● Right-click on the Packet bytes pane,
check off “Allow hover highlighting”

● Select “Frame 1” in the Packet detail pane.
All data is selected in the Packet bytes pane.
Right-click on the Packet bytes pane,
Select “…as a Hex Stream” to copy all
bytes stream into a clipboard.

● Paste this hex stream into a text file
named wifi6e.txt
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Prompt19: Use external tool

52

You can write and execute Python code by enclosing it in triple backticks 
```python
from scapy.all import *
from scapy.utils import *
hexdump = hex_bytes(‘<<paste wifi6e.txt>>’)
packet = Dot11(hexdump)
packet.summary()
packet.show()
```

● ”scapy” dissects Frame1(WiFi6E Beacon frame) based on 
Wireshark dissector.

● It is not GUI, but we utilize the Wireshark dissector on GPT.
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Packet Summary:
RadioTap / 802.11 Management 
Beacon 3a:97:a4:4d:e3:0a (TA=SA) > 
ff:ff:ff:ff:ff:ff (BSSID=DA) / 
Dot11Beacon / Dot11EltRates / 
Dot11EltDSset / Dot11EltTIM / 
Dot11Elt / Dot11EltRSN

GPT parse trace file using Wireshark dissector
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Use code execution to perform more accurate calculations

GPT4
dissects 
WiFi6E
beacon 
based on 
Wireshark
dissector!!
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Last prompt (Prompt20.txt)
Tell me the reason why we use Wireshark
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USE WIRESHARK

ikeriri network service

http://www.ikeriri.ne.jp

Thank you for watching.
Please complete the Google form survey 

56


